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S aring saiely on social media

Help your children share safely with tips from ouirexperts

Are they sharing

i Discuss the reasons why they feel the need to share such images and the
ina p P [}O priate potential long-term impact this could have on them if the pictures are
selfies? used without their consent.

Peer pressure and the desire for attention can be reasons why some children feel the
need to share inappropriate photos with their online friends.

@ Encourage them to share content that focuses on what they like to do rather
than what they look like.

@ Make sure they know that it is illegal to share naked images of themselves We'd
advise to wait until they're emotionally mature to understand why they shouldn't
share such image before allowing them on social media. .

@ Talkto them about the importance of spending time with real friends without
feeling the need to gain approval by getting a certain number of ikes on a
photo theyve shared.

Expert resources
ThinkUknow's ‘Nude Selfies' videos

A series of four videos from NCA-CEOP Command's

ThinkUknow education programme about sexting and nude
selfies ‘ o
Seevideos>
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Have they shared
Remind your child that these images are their personal digital footprint for

.em barrassi ng TNTY years to come and advise them to use settings that only let them share
Images on social? with friends they know.

You can also help them maintain a positive presence online by:

@ Encouraging them to think before they share. They should understand that their
actions online can affect both themselves and others

@ Teach your child that it difficult to keep things private online Even messages
sent between friends get passed on and accounts can be hacked. You should
also tell your child not to post anything they wouldn't want thousands of people
tosee. If they're not happy to wear it on their T-shirt they shouldn't post it online

@ Bearole model 50 your child understands that youd never post anything that
you wouldn't want them to see.

Expert resources

CEOP's ‘You and your tattoo’

CEOP's You and your tattoo’ has some excellent advice to
help your child manage their online reputation. Together
with your child you can watch the interactive film and.
discuss the issues that it raises to lean together and teach
them ways to keep their online presence positive.

Goto expert resource > &

Parent stories and expert advice

Here are a selection of articles from parents and online safety experts to give you further tips on
how to help your child stay safe on social media

https://www.intemetmatters.org/advice/social-media/#cyberbullying eis N @ & B Questions kids -
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siMs

Does your child have

hundreds of social Make sure they know that some people may not be who they say they are
and tell your child how privacy settings can put them in control of who

media followers? they talk to.

@ Discuss what it means to be a friend or a follower online, the pros and cons of
having lots of these ‘friends and the importance of knowing that they're people
you can trust

@ Beclear that if someone doesn't make you feel good about yourself, they're no
friend

@ Tell them about not replying to or blocking any followers they don't know. Make
sure they know never to meet up with anyone they have only ever met online
and don't know in person

Expert resources

How to guides

Help your child stay in control of what information they
share by taking a look at these "How to* guides to setting
privacy settings on popular social apps.

Goto the guides >

Parent stories and expert advice

Here are a selection of articles from parents and online safety experts to give you further tips on
how to help your child stay safe on social media.

Post. like someone is L WL Questions kids
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Do they know how
their actions online ITa\stogst:erabou;pegrh,)ve;sTve and how screens and anonymity can
can hul’t others,} lead to behaviour that is hurtful

No parent wants to think of their child hurting someone online through

cyberbullying. To help them exhibit positive online behaviour you can

@ Explain bullying and cyberbullying to your child. Talk about the things they
might see or read online.

@ Discuss how to respond if they see offensive content online and what might be
'good, or not 50 good to share.

@ Talk about the blurred line between uploading and sharing content because it's
funny or might get lots of likes' versus the potential to cause offence or hurt.

Expert resources
Internet manners =

See our top Internet Manners to help you and your child get to grips
with behaviours that will promote a kinder social media world.

Also, if you suspect that your child might be hurting others online
through bullying,in this article "Help! My child is a Cyberbully’,
Lauren Seager-smith of Anti-bullying Alliance offers great advice on
what you can do to help them.

Parent stories and expert advice

Here are a selection of articles from parents and online safety experts to give you further tips on
how to help your child stay safe on social media.

Questions kids .
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Help your children share safely with tips from ouirexperts

Are they ready to
share on social?

Most social media apps have a minimum age rating of 13,

If a social network has set an age limit it means that some of the content may not be

suitable for a younger child

Recommendations if your child is under the minimum age for  social network and

they want to join:

@ Research the social network, find out what type of content your child may be
exposed to. Decide whether theyre ready for it Encourage them to join age-
‘appropriate social networks like Kuddle.

@ Discussf they're mature enough to handle the type of content they may see on
social platforms and if you feel comfortable with them possibly being in contact
with adults and strangers

@ Wed strongly advise you to follow the minimum age rating If you do say yes, use
strict privacy settings and either ‘friend your child or ask a family member to.

Expert resources

Age guide for social
Take a look at our guide to find out the minimum age for required for the most =

popular social networks __.

See social age guide > =

=

——

P

Parent stories and expert advice

Here are a selection of articles from parents and online safety experts to give you further tips on

15:23
L3

e’ sMs  sIMs 7 )
08/01/2018




image12.png
[ ucas X % . Peter's Collegiate Sche X ( M Iceland - St Peters Collec x /[l Social Media Tips for Par x e -

< C O | ® https;//www.internetmatters.org/advice/social-media/#child-is-affected-by-content-online Q ¥

Have they been
affected by content
shared online?

Encourage them to think about why friends may share certain posts. Show
them how to gently challenge their friendss if they find their content
offensive. Remind them they can always talk to you about things
happening online.

@ Judge what effect the content is having on your child. Ensure they know that
they should report abusive or inappropriate content on the social platform and
consider blocking anyone that may be saying hurtful things

@ Ifthey are deeply affected by the posts, consider advising them to take a break
from the social network and concentrate on other activities that might make
them happier.

@ Ifyou feel that the comments may be affecting your child's mental health and
wellbeing, it's best to go and see your GP [ Depending on the seriousness of
the comments, it might be advisable to file a police report . If you do take this
step, make sure you keep some evidence that records what's happened and how
it's affected them.

Expert resources
FOSI Reporting inappropriate content guide

Learn more about reporting inappropriate content on social sites with FOSI's
Reporting inappropriate content guide:

= | Famiy
5 ) | St
Go to expert resource > £ = Institute

Parent stories and expert advice

Here are a selection of articles from parents and online safety experts to give you further tips on
how to help your child stay safe on social media

Post_like someone is ~N WP Questions kids
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I think my child is
3 Stay calm, listen without judging and reassure your child that you can
bei ng bullied on help. Discuss any action you may take together. Encourage them not to

social media... retaliate and to save any evidence

@ Talking to your children about cyberbullying is as important as talking to them
about any other type of bullying Children who are being cyberbullied usually
find it difficult to talk about it and it can be an upsetting, awkward and difficult
subject for parents too

@ Make sure they know they can talk to you if anyone ever upsets them over the
internet or on their mobile phone, and give them the space to talk about
anything without being judgemental or getting upset.

Expert resources

Childline's guide to cyberbullying

Ifyour child is being cyberbullied on social networks, there
are lots of ways that you can put a stop to it such as
reporting it. blocking the person(s) who s bullying your
child and taking screenshots of the bullying comments

Weve created a cyberbullying guide offering the right
expert advice to help protect your child from cyberbullying

Go'to guide>

Parent stories and expert advice

Here are a selection of articles from parents and online safety experts to give you further tips on
how to help your child stay safe on social media.

Post.like someone is o RE Al Questions kids
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AckTo TIPS =

Are they online

i i Playing games online can be fun and positive but make sure your child
e lnnlln e V¥|th understands people may hide behind fake profiles for dishonest reasons
strangers? and learn how to block and report anything offensive.

@ Have an open discussion with them about who they are talking to online
Explain the risks they may face, and consider using parental controls to limit
who they can play with online. Most consoles offer parental controls, but also
check any social media platforms they may be using while gaming

@ Remind your child that they should never give out personal information when
chatting to someone they don't know online, and make sure they understand
what personal information is

@ Beclear with your child that they should never meet someone face to face
‘without your consent, or you present. Show them how to block and report
anything offensive and encourage them to talk to you if someone or something
online is making them feel uncomfortable.

Expert resources
Childnet's introduction to online gaming

Learn more about the social gaming platforms that your
child might be using and how to keep them safe.

Go to expert resource >

Parent stories and expert advice

Here are a selection of articles from parents and online safety experts to give you further tips on
how to help your child stay safe on social media

e is .,. e 1 Questions kids A
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Are they chatting to

Pz Make sure your child understands that people may hide behind fake
strangers on line? profiles for dishonest reasons and the person they've been chatting to
could easily be someone with bad intentions.

@ Remind your child that they should never give out personal information to
someone they don't know online. Make sure they understand what personal
information is. According to our research on average 6 out 10 of children's online
friends are not 'real"friends offline.

@ Beclear with your child that they should never meet someone face to face
without your consent. Show them how to block and report anything offensive.
Your child should know they can come and talk to you if someone or something
is making them feel uncomfortable online.

Expert resources
NSPCC & 02's 'Strangers Online'

By being aware of what sites they use, making them aware
of how to block people they don't know and encouraging
them to keep their accounts private, you can help your
child be in control of what they share to protect them from
issues such as grooming

The NSPCC and 02 some great advice to help your child
make smart choices about who they talk to and what they
share online.

Goto expert resource > &

Parent stories and expert advice

Here are a selection of articles from parents and online safety experts to give you further tips on
how to help your child stay safe on social media

https;//www.internetmatters.org/advice/social-media/#online-gaming-with-strangers § Questions kids
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Have they shared

Talk to them about who they've shared the information with and assess
_tOO m uch perso.n a I,, the risk it poses to your child. You can also ask your child to remove the
information online? information from thelr account and help them understand how to share
safely.

@ Make your child aware of the potential risks of sharing personal content online
such as online grooming or cyberbullying

@ Help your child understand how to remove information that they could pose a
risk to them

@ Check that your child has set their social network account to ‘private' so their
shared information can only be seen by people they know: See our how to
guides to find out how.

Expert resources
NSPCC's "Share Aware"

o help your child understand how to be *Share Aware” the
NSPCC have created this downloadable guide for parents
giving practical tips on how to get children making smart
choices about what they share online.

Download “Share Aware" >

Parent stories and expert advice

Here are a selection of articles from parents and online safety experts to give you further tips on
how to help your child stay safe on social media

https;//www.internetmatters.org/advice/social-media/#chatting-online-to-strangers eis N 2 i ./ K Questions kids .
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AckTo TIPS =

Make sure geo-location is disabled to keep their whereabouts private.
To help your child understand how this will help keep them safe, you can:

Some apps may
share my child’s
location even if they
aren’t being used

@ Explain whyit's important that they never share personal information with
people they don't know online.

@ Remind your child to come and talk to you if someone or something online is
making them feel uncomfortable.

@ Beclear that your child should never ever meet someone face to face without
your consent or you present, and that the young gorgeous person they've been
chatting to could easily be someone with bad intentions

Expert resources
Adele's vlog on disabling smartphone location

Ifyou'd like a step-by-step guide on how to disable your
childs location on their smartphone, our mum blogger
‘Adele Jennings, gives a live demo in our latest viog.

Goto Adelesviog>

Parent stories and expert advice

Here are a selection of articles from parents and online safety experts to give you further tips on
how to help your child stay safe on social media

https://www.intemetmatters org/advice/social-media/#sharing-too-much-personal-information-oniine [N & Questions kids .
15:10
) E‘

08/01/2018

fe' siMs





image6.png
[ ucas X % . Peter's Collegiate Sche X ( M Iceland - St Peters Collec x /[l Social Media Tips for Par x e -

& C O | ® https//www.internetmatters.org/advice/social-media/#too-much-time-on-social-media a %

AckTo TIPS =

If you're worried
your child is Talk together so they understand your concerns. Agree house rules on

- when and how long they can go online and which sites they should visit.
spending too much

time on social @ it helps, tellyour child that you're putting your mobile or tablet away too -
media.... younger children are more likely to mirror your actions,

@ Itsa good idea to give their eyes half an hour's rest from the screen before bed

@ Tryusing Forest (7- an app that gives your kids a great incentive to stay away
from their screen. It lets them grow a forest full of trees and the longer they leave
their phone untouched, the bigger the forest grows

Expert resources
Childnet's Family Agreement

A family agreement is a great way to start a conversation with your whole
family about how you all use the internet and discuss together how to
behave in a positive way when online at home, at school or at a friend's
house.

Download the Family Agreement > &

Parent stories and expert advice

Here are a selection of articles from parents and online safety experts to give you further tips on
how to help your child stay safe on social media.

Post_like someone is ™S TG K Questions kids -
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