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‘Serve the Lord in gladness’
Articles- 4,5,8,16,19,28,36
Revised September 2020
The Acceptable Use Policy for ICT in St Augustine’s RC Primary School (Part of NPCAT)
All adults working in school

All adults working with ICT equipment in Middlesbrough schools must ensure that they have read and agree to abide by the Middlesbrough Council Acceptable User Policy.

This covers use of digital technologies in school: i.e. E-Mail, Internet, Intranet and network resources, Learning Platform (including Google Classroom), software, equipment and systems.  

Failure to comply with the School Acceptable Use Policy could lead to disciplinary action. 

This Policy will be included in the Staff Handbook. 

Using ICT Resources:

· Internet access in all Middlesbrough schools is filtered to prevent the viewing and downloading of inappropriate material. At any time do not use school equipment to browse, download or send material that could be considered offensive or inappropriate to colleagues or pupils. Downloading some material is illegal and the police or other authorities may be called to investigate such use.

· Viruses are a serious threat. Do not introduce devices (laptops, memory sticks etc) into the network without first having checked them for viruses.

· Your username and password are unique to you so do not give them to anyone else. Always remember to log out and close the browser when the session has finished.

· Please do keep any ‘loaned’ equipment up-to-date, using the school’s recommended anti-virus, firewall and other ICT ‘defence’ systems.

· Do not download any software or resources from the Internet that can compromise the network, or are not adequately licensed.

· Use the school’s website in accordance with school / and Northern Grid for Learning advice.

· Ensure all documents, data etc., are saved, accessed and deleted in accordance with the school’s network and data security and confidentiality protocols.

· Staff to use encrypted memory sticks to save data and information on children.  

· Respect other people’s material and do not corrupt, interfere with or destroy them. Do not open other people’s files without express permission.  

· Use the approved school email or other school approved communication systems with pupils or parents/carers, and only communicate with them on appropriate school business.

· Do not release or in any way make available personal details of any colleague or pupil (phone numbers, fax numbers or personal E-Mail addresses) over the Internet.

· When working any personal data ensure that the data is secure.  Ensure any confidential data that you wish to transport from one location to another is protected by encryption and that you follow school data security protocols when using any such data at any location.

· The Data Protection policy requires that any personal information seen by you with regard to staff or pupils, held within the school’s information management system, will be kept private and confidential, EXCEPT when it is deemed necessary that there is a requirement by law to disclose such information to an appropriate authority.

· Reproducing copyright materials without first getting permission from the owner is an offence. Please get the required permission before use and where appropriate acknowledge sources.

· Do not take digital photographs or videos without permission and only use school equipment.  Do not use personally owned digital cameras, camera phones or any other digital recording devices for taking and transferring images of pupils or staff without permission of the Head Teacher and do not store images at home.

· Only use the school’s digital technology resources and systems for professional purposes or for uses deemed ‘reasonable’ by the Head and Governing Body.

· Use of School Internet access for business, profit, advertising or political purposes is strictly forbidden.

· Do not leave laptop computers, iPads or any other easily transportable ICT equipment unattended.

· Please accept that any computer, iPad or laptop loaned to you by the school is provided solely to support your professional responsibilities.

· Understand that there is a difference between your professional and private roles.  Do not engage in any online activity that may compromise your professional responsibilities.  Ensure that any private social networking sites / blogs etc that you create or actively contribute to are not confused with your professional role.

· All Internet usage / and network usage is monitored and that monitoring data could be made available to a line manager on request.

Personal E-Mail

· Only use the approved, secure email system(s) for any school business. Follow school guidelines contained in the ICT policy for the use of E-Mail.

· Observe netiquette on all occasions. The use of E-Mail via School equipment should not be considered a private medium of communication.

· Do not include offensive or abusive language in your messages or any language which could be considered defamatory, obscene, menacing or illegal. Do not use language that could be calculated to incite hatred against any ethnic, religious or other minority.

· Make sure nothing in the messages could be interpreted as libellous.

· Do not send any message which is likely to cause annoyance, inconvenience or needless anxiety.

· Do not send any unsolicited promotional or advertising material nor any chain letters or pyramid selling schemes.

When using the Internet or E-Mail with Pupils

· Remind pupils of the rules for using the Internet, MGrid or E-Mail.

· Watch for accidental access to inappropriate materials and report the offending site to the School nominated person for E-Safety.
· Check before publishing pupils’ work on the school web site; make sure that you have parental permission for images and videos.

· Ensure pupils cannot be identified by name from photographs or videos.

· Embed the school’s e-safety curriculum into your teaching.

· Report any breaches of the school’s E-Safety policy to the designated E-Safety co-coordinator/Head Teacher.
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User Signature
I understand that I will be issued with an Google E-Mail and account; Internet and be able to use the school’s ICT resources and systems.

I agree to abide by all the points in this acceptable use policy.

I understand that it is my responsibility to ensure that I remain up-to-date and read and understand the school’s most recent E-Safety policies.

Signature 
 Date
 


Full Name 
 (printed)

Job title 


School 
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