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Today is
safer Internet

Inspiring
change?

and m“;gaﬁng
change online




Picture the victim of a scam online.

Who are they?




What signs of a scam do you know?

5

Too good to be true? A ‘trusted’ voice?

g

Asking for money or
Getting emotional? Unexpected contact? personal information?




Phishing

Online
shopping

Impersonation

N

\

Romance
scams




URGENT RESPONSE REQUIRED

email@email.playstation.com Tuesday 6 February, 3:03
customerasst.plaiystation@outlook.com
To: You

0 Some images are blocked to protect your privacy.
Download Images

Response required

We have noticed suspicious activity on your Playstation+ account.
Please login now with your current password and update your se-
curity in our Reslution Center.

Please do this immediately to avoid losing your account.

Thank you for being a playstation customer.

Sincerely,

Playstation




+44 7788 990011 >

Text Message
Mon, 9 Oct at 12:57

@

EVRI:
Our courier couldn’t deliver your parcel today. To
make sure you receive your parcel visit our link

https://ev.ri-12356874gh.com and schedule a re-
\delivery date

\

The sender is not in your contact list.
Report Junk




crepbuyerseller
Sponsored

Shop Now

~L1O

9450 likes

crepbuyerseller The BIGGEST brands, the SMALLEST prices!! -
AUTHENTIC trainers — Get yours NOW whilst stocks last #buynow
#trainers #sale #dontmissout




beauty4you5461
2467 followers . 20 posts
You don't follow each other

(' viewProfile )

(Hey - we love your look and think you’d be a great
ambassador for our products! We'd love to chat to you

more. If you're interested please send us your phone
number and we’ll get back to you on WhatsApp with a
link to get some more details from you so we can start
our journey together! — beauty4you

J

Accept message request from Beauty Cutie
(beauty4you5461)?

If you accept, they will also be able to call you and see info like your activity sta-
tus and when you've read messages.

Block Delete Accept




24 hours after viewing

Calvin

If £2000 was deposited to your PurseMate
account what would you use it for???

I'll lead you through what to do and thisisn’t a
scam, it's a giveaway offer, I'm helping people
cos | know how hard it is at the moment so I'm
sharing what I've got. All you’ll have to do is
pay £20 and then you’ll have the £2000 in your
pursemate immediately

Send me your PurseMate tag pls -

don’t miss out!




(I & 1:17pm

+44 7711223344 % s
Last seen today at 19:49

Messages and calls are end-to-end encrypted. No one outside of
this chat can read or listen to them.
Tap to learn more.

This chat is with a business account. Tap to learn more.

Hey mum it's me, my phone is broke and | have a new
one, please save this number and delete the old one x

Please can | borrow money for my rent until the weekend
when my loan comes in. Sorry to ask. It's £700. Please
send it direct to the landlord’s account, I'll send you the

details now, thank you xx
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0:21 / 02:53
= i -
AMAZING - The new POWER PILL that will CURE
your CHRONIC PAIN

@ GuardianAngel43267 ( subscribe )

2k subscribers

These absolute gamechangers are on sale for a LIMITED TIME ONLY
- visit the link below and use my promo code GUARDIANANGEL for

an additional 10% off! DON'T MISS OUT - get ready to have your life
changed!

PR AR

-‘A
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OFFICIAL oculus all-in-one VR headset META WORKS WELL! FAST
shipping. Even bigger discount on our site, don’t miss out on this
bargain NOW!

Bargainbuysforyou.com <<<<
Sold by bargainbuysforyou

£40.00 (radrobasc )~




Following For You

ttelonmusk2024 #tblockchain
#investing #trading #bitcoin

@ Learn about making informed financial decisions



(e o 1:17pm
Dollyhargreaves5431539

Dollyhargreaves5431539 wants to follow you

113

followers following

Dolly she/her

20 y.o.
Wild > Hot Model > Streamer
Follow me to get my photos

tinyurl.com /23456473







What is sextortion?

Sextortion is a portmanteau. This means it is made
of two words blended together.

Sexual

Extortion

Threatening someone to
make them do something
they don’t want to do, in
order to get something from
them.




Sextortion is a form of
blackmail where somebody
threatens to share nudes,
sexual information or videos
of someone unless the
victim does what they say.

Some sextortion is
financially motivated. The
blackmailer will demand
money in return for not
sharing the images.

Some sextortion has other
motivations. For example,
the blackmailer might
demand more images.

Sextortion is a crime and
can be committed by

individuals or a group of
people working together.




| got a message on social media from an
anonymous profile. The sender told me they had
nude photos of me, but | hadn’t sent any. | thought
they might have hacked me and taken them from
my phone. They told me to send them £250 in gift

vouchers, or they’d share the pictures online.

Kal

Let’s Discuss:

1. What do you think Kal should do next?
2.Where do you think Kal could go for
more advice or support?

TS — e




OO0 If you have bee

1. Don’t blame yourself.

2.Do not respond to the messages.
3.Save the evidence.

4,Report what has happened.

OO0 How to ri

1. Talk to a trusted adult.

2.Report it on the platform you were
contacted on.

3.Report it to the police by calling 101.




OO0 Where can you report?

) e

A law enforcement agency working (CALLYOUR)
to help keep children safe from online ; ;
harmsp P chl ! I,;gﬁf(‘:LE A way of contacting the local police
s in @ non-emergency situation.
ceop.police.uk .
P-P @‘101 police.uk/pu/contact-us
IN AN EMERGENCY
) LALWAYS CALL 999J
Run by Childline and the Internet L
Watch Foundation for young people )
REPORT ¥ under 18 in the UK to report sexual ,
REMOE images and videos of themselves to A service that can help you remove
WARELTA try to remove them from the internet, Talke[i]Dewn: °TEtAR e nnline sharing of

nudes taken before you were 18.

plus access to counselling and ;
takeitdown.ncmec.org

support. childline.org.uk/remove

Advice on how to contact and If you are not ready to tell an adult about what has
REPORT ~ make a report to major social happened, Report Remove and Take It Down
HARMFUL : ; ;
CONTENT media platforms. can help you take action to get Iimages removed
reportharmfulcontent.com yourself.
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/ / What can you
/ / protect yoursel
A scams and fraud

/ Look out for the signs

of a scam before

Using strong and Taking caution with /
== separate passwords online purchases /
| E— ]

\

do to

f from /
online? m o
=/
)

fa trusted
you’re unsure
7]
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Mrs Waddington Mr Scoot Mrs Jeffs Miss Lininagton
Designated Designated Deputy Designated Deputy Designated
Safeguarding Lead Safeguarding Lead Safeguarding Lead Safeguarding Lead
(DSL) (DSL) (DDSL) (DDSL)

EDWARD PEAKE SAFEGUARDING TEAM 2024-2025

Mrs Pearce Mr Dell Mr Redding Mrs Whitby Mr Carter
Deputy Designated Deputy Designated Deputy Designated Deputy Designated Safeguarding
Safeguarding Lead Safeguarding Lead Safeguarding Lead Safeguarding Lead
(DDSL) (DDSL)
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If you’ve been the victim of a scam, report it to
ActionFraud.police.uk or by calling 0300 123 2040

Or in Scotland by calling 101

Forward suspicious emails to
report@phishing.gov.uk

Forward suspicious texts to 7726

Report fake adverts to the Advertising
Standards Authority

Report fake websites to the
National Cyber Security
Centre

OO0

You can also
usually report
social media
users or sellers
on online
marketplaces
directly in
the app
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Too good to
be true?

Protecting
yourself and
others from
scams online




