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Smoothwall? Qoria? Tom?

● Alarming number of years doing 
filtering. No, really bad.

● Global organisation with 
unparalleled reach.

● Leveraging content filtering since 
day one.

Introduction
This is not me, and I 
don’t know what he’s 

so pleased about
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● Web Filtering: A recap

● Gen AI: The rise of “Internet Slop”

● Filtering AI content

● Using AI in Filtering

● Monitoring - the parts even filter can’t reach

● Q&A

Agenda
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Web Filtering: 
A Recap

smoothwall.com
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Agent Based Filtering 
and Network Filtering

Agent W
eb Filter

School Network

N
etw

ork W
eb Filter

Internet

smoothwall.com
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How Do We Know 
What’s What?

Domain

URL

Content
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The Filter Pyramid

You want to be at the top.

Oct ‘24 DfE guidance
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Not Real-time?

Request
new-site.com Request new-site.com

Takes 2 - 24 hours

www.new-site.com

Filter Vendor
Back Office

Content Filter

Update rules

Web crawler requestPlease check 
new-site.com

Allo
wed

?
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Filter Comparison

Filter It can see…

DNS Site name

URL Site name, page, search terms

Content Site name, page, search terms, text on page, HTML, Javascript, links...

Real-time Content Site name, page, search terms, text on page, HTML, Javascript, links… of the exact site 
the student is viewing



smoothwall.comsmoothwall.com

The Challenges

● DoH
○ Reducing the efficacy of DNS 

filters

● ECH
○ Both traditional “on network” and 

on-device

● Manifest V3 (MV3 vs MV2)
○ Google hates ad-blockers

● Sandboxes
○ Android and IOS make life harder
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What’s Gen AI? 
What’s an LLM? 
Rise of the 
Internet Slop
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LLMs and their ilk…

● Trained on a huge amount of data

● Almost nobody has a good handle 
on the training data

● Can generate text, images and video

● Presently still quite expensive to run

● Investors falling over themselves to 
invest in some really dubious stuff

LLM

A software vendor adding a quick layer of LLM to 
attract unwary investors [thanks Gemini]
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● OWASP’s number one threat for GenAI

● Often used to override “safety measures” in 
LLMs 

● Use LLMs’ own flexibility against them

● This will always be an arms race

● We can’t trust the prompter OR the output!

Prompt Injection
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It’s Not All Chatbots: Slop Content!

Just like spam, almost no one wants to 
view slop, but the economics of the 
internet lead to its creation anyway. 
AI models make it trivial to 
automatically generate vast quantities 
of text or images, providing an answer 
to any imaginable search query, 
uploading endless shareable 
landscapes and inspirational stories, 
and creating an army of supportive 
comments.

The Guardian, May 2024

 ”

“
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Content is Ever More Important
LLMs Are Everywhere

A URL is useless if the content
could be literally anything

2 of the AI sites in this article
now host malware

May 
2023
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What Can I Expect 
of My Filter?

3 Things to Ask
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DfE? Appropriate Filtering?

Now with added AI!
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Classification of AI Sites

● You should ensure your filter has a 
category for LLM chatbot type sites

● Obviously this won’t be all AI content, but 
at least it will cover a lot of interactive 
content, which is arguably most 
dangerous

● Block, then allow. Most Chatbots are 
wild west, and many have an over-18s 
policy as a “get out of jail free” card

Do this!
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100% Real-time Text 
Content Classification

● Your filter needs to be able to see AI 
generated content (from any website) 
and classify it in real-time

● AI is driving “personalised content”

● Content may be generated “on the fly” - 
openAI’s real-time API is in beta now

Do this!
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Non-text Content 
Classification

● Stablediffusion and others already 
generating images and video

● Still quite expensive, but more and more 
accessible

● Images? Internet? You bet people are 
using that for pornographic content - 
“nudifiers” a particular issue

● Is there AI generated nudity in your 
school systems already?

Prepare 
for this!
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What Can I NOT 
Expect of My Filter?

No Miracles!
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Filtering of Prompts?

● Any promptable LLM you allow 
students to use should be doing a 
reasonable job of this

● Even benign prompts can produce 
harmful output

● Benign prompts with benign output 
can still indicate underlying issues

● Digital monitoring is a great fit for 
spotting these things
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NEW Product Announcement 

Smoothwall Cloud Scan

Run daily scans
Scan your school or college's Microsoft OneDrive or 
Google Drive for inappropriate or harmful images

Block access to harmful imagery
When a potentially harmful image - including harmful AI 
generated images -  is found, Cloud Scan flags it to the 
safeguarding team for review.

Alert designated staff
Designated staff are notified to review content and 
choose to permit or block access to it.

Detect and remove harmful images in your 
cloud storage and remain KCSIE compliant

https://smoothwall.com/solutions/cloud-scan

https://smoothwall.com/solutions/cloud-scan
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Summary

● Machine Generated content will change 
the requirements for filtering, like 
user-generated content, but 100x worse

● Be sure your filter is up to the job, but don’t 
rely on it

● Digital monitoring and user education are 
vitally important too

● Using LLMs in the classroom should be a 
conscious decision
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Edtech 
Connect 
2025
Thursday, 20th March @ 5pm - 8pm 
Smoothwall HQ, Leeds City Centre

Book your 
FREE place here

Connect with fellow EduGeek members and IT 
professionals over a few drinks and food - on us!

Exchange ideas, provide valuable feedback and help 
shape the future of filtering and monitoring

Be one of the first to see Smoothwall’s NEW 
products in action.

Join us for our in-person event

In collaboration with
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Any Questions? 
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Thank you
For more information please email:

enquiries@smoothwall.com

mailto:enquiries@smoothwall.com


smoothwall.com

Links & References

https://genai.owasp.org/llm-top-10/ - OWASP top 10
https://www.nytimes.com/2024/10/23/technology/characterai-lawsuit-teen-suicide.html
More slop for the void - Garbage Day on Slop in general

Spam, junk … slop? The latest wave of AI behind the ‘zombie internet’ | Artificial 
intelligence (AI) | The Guardian

Nearly 50 news websites are ‘AI-generated’, a study says. Would I be able to tell? | 
Artificial intelligence (AI) | The Guardian
Air Canada Has to Honor a Refund Policy Its Chatbot Made Up | WIRED

From Jailbreaks to Gibberish: Understanding the Different Types of Prompt Injections | 
Arthur Blog

https://genai.owasp.org/llm-top-10/
https://www.nytimes.com/2024/10/23/technology/characterai-lawsuit-teen-suicide.html
https://www.garbageday.email/p/slop-void
https://www.theguardian.com/technology/article/2024/may/19/spam-junk-slop-the-latest-wave-of-ai-behind-the-zombie-internet
https://www.theguardian.com/technology/article/2024/may/19/spam-junk-slop-the-latest-wave-of-ai-behind-the-zombie-internet
https://www.theguardian.com/technology/2023/may/08/ai-generated-news-websites-study
https://www.theguardian.com/technology/2023/may/08/ai-generated-news-websites-study
https://www.wired.com/story/air-canada-chatbot-refund-policy/
https://www.arthur.ai/blog/from-jailbreaks-to-gibberish-understanding-the-different-types-of-prompt-injections
https://www.arthur.ai/blog/from-jailbreaks-to-gibberish-understanding-the-different-types-of-prompt-injections
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Amusing prompt injections & Hallucinations

Simon Willison on X: "Fantastic example of a prompt injection attack here! 
https://t.co/ZAPxpSCxl9" / X

Entertaining ChatGPT Prompt Injection. [slightly NSFW - vulgarity]

DPD error caused chatbot to swear at customer - BBC News

Weirdest AI Responses People Have Gotten

Worst Google AI Responses Overview – Originality.AI

https://x.com/simonw/status/1570497269421723649?lang=en
https://x.com/simonw/status/1570497269421723649?lang=en
https://gist.github.com/ACBob/a8314c765127d9ca1235ea77c483f4f5
https://www.bbc.co.uk/news/technology-68025677
https://www.buzzfeed.com/carleysuthers/weird-and-wrong-ai-responses
https://originality.ai/blog/worst-google-ai-responses

