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How aware are you of what young people are doing online and risks associated with 

their behaviour?

A Very Aware

B Aware

C Slightly Aware

D Completely Unaware



What are pupils doing 

online: How can we protect 

them?

Mike Hamilton

Strategic ICT Manager

(ICT in Schools Team)



Aims

• Look at what young people are doing online today.

• What patterns are emerging.

• How can we protect them.



Times they are a changing……..



Computers in Homes

• Children were asked whether they or anyone else in 

the family have a computer in the home (5-16 year 

olds)



Computers in Homes

Children were asked whether they or anyone else in the 

family have a computer in the home

• A 94%

• B 85%

• C 70%

• D 61%



Computers in Homes

5-16 year olds

94% have a computer at home.

79% have a touchscreen tablet

66% have laptop or netbook

41% have desktop

Trends:

• Difference between tablets and laptops growing

• Number of desktops decreasing

(The Monitor Report 2017 : Children and their media)



Owning Computers

83% have their own computers

67% tablets

39% netbooks / laptops

18% Desktop

(The Monitor Report 2017 : Children and their media)



Smartphones dominate UK kids media experiences

How many of 5-16 year olds have a mobile?

66%

(The Monitor Report 2017 : Children and their media)



64Gb I phone holds 14,563 tracks

1500 Albums

• Text

• Video

• Access Apps

• Access Social networking 

sites

• Access internet 

(Unfiltered!!)



Worrying!!!

• 25% of 9-16 year olds can get around safety controls



Under 5 year olds: 

How many have their own tablet?

1in 3 have their own tablet and 70% have access to 

one!!!

3-4 year olds

Nearly half!!!



Majority of 3-4 year olds can do the following on their 

tablets:

• Open Apps and navigate multiple apps

• Use the volume 

• Camera controls

VOD

• You Tube is the preferred for online video with 40% of 

preschool children accessing television andother

content this way. 1 in 6 use theYou Tube Kids app

• Subscription based service – Netflix is the favourite!!



The pace of 

change is 

incredible



• Usage increasing!

• Going online younger.

• Variety of devices



• Todays children leaving year 11 started in 2001.

• Steps, Westlife and Spice Girls Number 1

The future……



2010

2004

2006

2007

2008



Shift Happens



That’s now but…What about the future?



What are the risks for young people?

A while ago…….

• Access to harmful content / illegal materials



• Unwanted contact / grooming

• Concerns over privacy / digital footprints

Grooming: A process by which a person prepares a 
child, significant others and the environment for the 
abuse of this child

Specific goals include gaining access to the child, 
gaining the child’s compliance and maintaining the 
child’s secrecy to avoid disclosure

(Craven, Brown and Gilchrist, 2006)









South Tyneside initial results – Dec 2015



Managing Your Digital 

Footprint



Privacy/digital footprint 

• The information we put online leaves ‘footprints’

• Young people can easily identified or traced

• Once information is online it is hard to remove – it 
can be copied, cached etc and may be around 
forever

• Information about individuals is not just stored on 
their profiles – friends, family contacts....



Embarrassing Facebook 
photos do us all a favour: 
at a time of fierce job 
competition, we can weed 
out the buffoons in 
advance

Telegraph Jan 8th 2013



• Omegle



Snapchat

• Snaps: Photos or videos you send to a friend (or multiple 

friends). A snap is self-destructing; once someone opens 

it, it disappears.



Musical.ly and Live.ly

https://www.channel4.com/news/children-

bombarded-with-sexually-explicit-chat-on-

musical-ly-and-live-ly

https://www.channel4.com/news/children-bombarded-with-sexually-explicit-chat-on-musical-ly-and-live-ly


Snapchat and Snapstreak

https://www.bustle.com/articles/162803-what-is-a-snapchat-streak-heres-everything-you-need-to-know-about-

snapstreaks





Case Study



Sexting



Self Produced Images

This is data that originates from 2012 ; Came from Dfes 
What is the picture now

•40% of Key Stage 3 and 4 students have witnessed a 
‘sexting’ incident

•40% didn’t consider topless images inappropriate.



Why do they do it?

Main motivating factors for producing and sending 
images were:
• Fun

• Flirting

• Meeting new people

• Exploring sexuality

• Seeking affirmation

• Social acceptance

• Part of a romantic or sexual relationship

• Being asked or coerced

• Youths generally describe a combination

• Research showed they weighed up and mitigated risks (eg keeping parts hidden or asking partner to send an image 
first.

• Experience diverse with everything from grooming  where children were pressurised or coerced into producing 
images to creation and sending of images within the context of a caring relationship

(UKCCIS May 2017)



• 687 cases identified through police investigation  

between 2006 and 2015 and submitted to interpol.

• Year on year increase

• 44.3% self taken and of these 34.4% were generated 

in the context of a coercive relationship.

• (UKCCIS May 2017)



Emerging Patterns and Trends Report

Youth-Produced Sexual Content 2015

The key findings :

• 17.5% of content depicted children aged 15 years or younger.

• 85.9% of content depicting children aged 15 or younger was created 
using a webcam.

• 93.1% of the content depicting children aged 15 or younger featured 
girls.



What can we do 

to support ?



PIE Model

Infrastructure

Education

Policies and 
practice



What is the picture in schools?

Strengths

• 65% of schools have excellent or good connectivity and filtering in place.

• 70% have strong policies in place

• 55% have detailed and effective AUP’s

• Only 15% have nothing implemented in practice around policy development

UK Online Safety Policy and Practice Assessment 2016



Weaknesses

• 60% of schools have no engagement with the 

community with online safety issues.

• 55% have not carried out governor training around 

online safety

• Almost 50% of schools have not conducted any staff 

training to date around online safety



Education



Teaching resources:

http://www.thinkuknow.co.uk/8_10/cybercafe/cafe/base.aspx
http://www.thinkuknow.co.uk/5_7/




Its not just about the 

kids



• Were the school correct 

in suspending her?

• A YES

• B NO



Teacher’s Standards

Teachers uphold public trust in the profession and 

maintain high standards of ethics and behaviour, within 

and outside school. 



And parents…

• 9 out of 10 parents mediate child’s use of internet in some 

way.

• Awareness of filters has increased with parents.

• Half of parents use tools on the technology to manage 

children’s use – not just supervision

• 4 in 10 parents are aware of tools for restricting app 

installation

• 29% of parents said they thought their child would be able 

to get round, bypass, override or unset parental controls



www.ictinschools.org



Questions



How aware are you of what young people are doing online and risks associated with 

their behaviour?

A Very Aware

B Aware

C Slightly Aware

D Completely Unaware



Close and Next Steps



Future Events



Future Events



Future Events



Future Events



Evaluation

https://goo.gl/forms/Y60uruP4tpwBBj6t2



Resources

www.ictinschools.org



Help us save money!!!!




