Marden High School

E-Safety Policy
Introduction

The purpose of this document is intended to address the use in Marden High School
(referred to as ‘the School’) by users (including but not limited to Employee, students,
Visitors, Contractors) of the Internet and specifically E-Safety. This document applies
to all users of the School IT System and applies to all use of the internet and forms of
electronic communication such as email, mobile phones and social media sites.

The School recognises the benefits and opportunities which new technologies offer to
teaching and learning. We provide internet access to all learners and staff and
encourage the use of technologies in order to enhance skills, promote achievement
and enable lifelong learning. However, the accessibility and global nature of the
internet and different technologies available mean that we are also aware of potential
risks and challenges associated with such use.

Our approach is to implement appropriate safeguards within the School while
supporting staff and learners to identify and manage risks independently and with
confidence. We believe this can be achieved through a combination of security
measures, training, guidance and implementation of our policies. In line with our duty
to safeguard learners, we will do all that we can to make our learners and staff stay e-
safe and to satisfy our wider duty of care. This e-safety guidance should be read
alongside other relevant School policies; Safeguarding and ICT Acceptable Use Policy.

1.Roles & Responsibilities

All staff are responsible for ensuring the safety of learners and should report any
concerns immediately to their line manager. When informed about an e-safety incident,
staff members must take particular care not to guarantee any measure of
confidentiality towards either the individual reporting it, or to those involved. The first
point of contact should be ICT Support.

All learners must know what to do if they have e-safety concerns and who to talk to. In
most cases, this will be a teacher within school.

Where any report of an e-safety incident is made, all parties should know what
procedure is triggered and how this will be followed up. Where management considers
it appropriate, the safeguarding officer may be asked to intervene

with appropriate additional support from external agencies.



The Safeguarding Lead is the main contact for safeguarding within the School, with
the Director of ICT Systems also able to offer advice and guidance on technical related
matters.

Staff

All staff are responsible for using school IT systems and mobile devices in accordance
with the School ICT Acceptable Use Policy and the e-safety Guidance, which they must
acknowledge acceptance of.

Staff are responsible for attending staff training on e-safety and displaying a model
example to learners at all times through embedded good practice.

All digital communications with learners must be professional at all times and be carried
out in line with the school ICT Acceptable Use Policy. Online communication with
learners should be restricted to using Google Workspace for Education.

External platforms not hosted by the School, such as social media sites (using official
school-managed accounts, not personal staff accounts, to maintain professional
boundaries), may be used following consultation with the Headteacher and the Director
of ICT Systems.

This document will, however, be monitored and kept under review.

All staff should apply relevant school policies and understand the incident reporting
procedures. Any incident that is reported to or discovered by a staff member must be
reported to ICT Support and/or Headteacher without delay.

Learner

Learners are responsible for using the School IT systems and mobile devices in
accordance with the school ICT Acceptable Use Policy and e-Safety Rules. Learners
must acknowledge and accept both of these documents.

Learners must act safely and responsibly at all times when using the internet and/or
mobile technologies.

They are responsible for responding to e-safety information and are expected to know
and act in line with other relevant school policies e.g. mobile phone use, sharing
images, cyber-bullying etc. They must follow reporting procedures where they are
worried or concerned, or where they believe an e-safety incident has taken place
involving them or another member of the School community.

2. Security

The School will do all that it can to make sure the School network is safe and secure.
Every effort will be made to keep security software up to date. Appropriate security
measures will include the use of enhanced filtering and protection of firewalls, servers,
routers, workstations etc. to prevent accidental or malicious access of school systems
and information. Digital communications, including email and internet postings, over
the School network, may be monitored in line with the ICT Acceptable Use Policy.
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3. Behaviour

The School will ensure that all users of technologies adhere to the standard of
behaviour as set out in the ICT Acceptable Use Policy.

The School will not tolerate any abuse of IT systems. Whether offline or online,
communications by staff and learners should be courteous and respectful at all times.
Any reported incident of bullying or harassment or other unacceptable conduct will be
treated seriously and in line with the student and staff disciplinary procedures.

Where conduct is found to be unacceptable, the School will deal with the matter
internally. Where conduct is considered illegal, the School will report the matter to the
police.

4. Communications

The School requires all users of IT to adhere to the School ICT Acceptable Use Policy
(which includes Social Media). Any extension of this guidance will require express
written permission of a member of SLT.

5. Use of Images and Video

The use of images, or photographs and videos, is popular in teaching and learning and
should be encouraged where there is no breach of copyright or other rights of another
person (e.g. images rights or rights associated with personal data). This will include
images downloaded from the internet and those belonging to staff or learners.

There are particular risks where personal images and videos of themselves or others
are posted onto social networking sites, for example. Advice should be sought by
teachers / line managers where required.

The School teaching staff will provide information to learners on the appropriate use of
images and videos. This includes photographs of learners and staff as well as using
third party images. Our aim is to reinforce good practice as well as offer further
information for all users on how to keep their personal information safe.

No image/photograph can be copied, downloaded, shared or distributed online without
permission.

Photographs and videos of activities on the School premises should be considered
carefully and have the consent of the student / subject / school before being published.
Approved photographs should not include names of individuals without consent.

6. Personal Information
Personal information is information about a particular living person. The School collects

and stores the personal information of learners and staff regularly e.g. names, dates
of birth, email addresses, assessed materials and so on. The School will keep that



information safe and secure and will not pass it onto anyone else without the express
permission of the learner / parent / carer.

No personal information can be posted to the School website unless it is in line with
our Data Protection Policy.

All school mobile devices such as a laptop, USB (containing personal data) require to
be encrypted, password protected and a member of ICT Support should be consulted
before the data leaves the premises.

Where the personal data is no longer required, it must be securely deleted in line with
the Data Protection Policy.

7. Information and Training

With the current unlimited nature of internet access, it is impossible for the School to
eliminate all risks for staff and learners. It is our view therefore, that the School should
support staff and learners stay e-safe through regular training and education. This will
provide individuals with skills to be able to identify risks independently and manage
them effectively.

For learners

Issues associated with e-safety apply across the curriculum and learners should
receive guidance on what precautions and safeguards are appropriate when making
use of the internet and technologies.

Learners will be made aware of what to do and who to talk to where they have concerns
about inappropriate content, either where that material is directed to them, or where it
is discovered as part of a random search.

For staff

Any new or temporary users will receive training on the School IT system as part of
their induction.

8. Incidents and Response

Where an e-safety incident is reported to the School this matter will be dealt with very
seriously. The school will act immediately to prevent, as far as reasonably possible,
any harm or further harm occurring. If a learner wishes to report an incident, they can
do so to any teacher or member of staff. Where a member of staff wishes to report an
incident, they must contact their line manager as soon as possible.

Following any incident, the School will review what has happened and decide on the
most appropriate and proportionate course of action. Sanctions may be put in place,
external agencies may be involved or the matter may be resolved internally depending
on the seriousness of the incident. This is in line with the School ICT Acceptable Use
Policy. Serious incidents will be dealt with by senior management, in consultation with
appropriate external agencies.
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