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What is e ?
learning, there are still dangers related to their use, especially in relation to- young children.
Some examples of this are:

Bullying via chat (mohile phones) or email

Obsessive internet use
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Exposure to inappropriate materials — t
Inappropriate or illegal behaviowr -.
Physical danger of sexual abuse

WhatsApp Update - WhatsApp Channels
Users should he at least 13 years old to use WhatsApp.
If yowr child is using WhatsApp, then you should be aware of WhatsApp Channels.

WhatsApp Channels can he found on the Updates tab.

From here you can view a whole host of channels, including channels that will not be age
You cannot switch off access to channels and there is no age ruting associated with the
channels so you would have to access them to know what the content truly is.

Channels are a one-wuy broudcast tool used by companies g

Klicksafe highlight what you should be aware of: https://www:klicksafe.eu/en/news/wus~
sind-whatsapp-kanaele-und-wusmuessen-eltern-heachten

Find out more about WhatsApp channels in general here:
https://faq.whatsapp.com/549900560675125

Are you part of a parent WhatsApp group at your child's schoot?

These groups can he useful for sharing information and reminders, but it is important to use
them thoughtfully.

Here are some tips on how we can ensure they remain positive and, respectful:

1. Be considerate —we know messages can sometimes he misinterpreted so carefully think about
what youw share. Any concerns should always he discussed with the school directly.

2. Dont spread rumows - avoid sharing any gossip within the group.

3. Protect privacy - do not share photos or videos of other children.

4. Think before youw send, - he mindful of the time and if the message is necessary for everyone.

Our children watch how we communicate, so let's model healthy, online communication to
them.
PLEASE SEE ATTACHED POSTER -FOR MORE INFORMATION ABOUT KEEPING CHIDLREN
SAFE ON WHATSAPP.
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Help to children safe
online with Techosauwrus
The NSPCC have
created Techosawrus, a
assist yow in having
chats with your child,

It is aimed at younger
children and includes a
(both chargeahle). Find
out more here:

What to do when...

CEOP Education have
published this poster
directing you to the
around six different
situations, such as
what to do to protect
yowr child from online
blackmail.

You can access it here:
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Online Rousting
Have yow heard, of this term?

It has heen around a while now; but Online Rousting refers to- a form of
cyberbullying.

What can I do? - Talk to your child ahout what online rousting is, ask them if they
have ever experienced it and discuss the negative impact it can have. Childline also
offer further advice and support in relation to cyberbullying.

Report it!

If @ child yow know has experienced sexual or offensive chat that has made them

feel uncomfortable or someone is trying to meet up with them, yow can report this
directly to CEOP (Child Exploitation and Online Protection Centre).

This may have happened in a chat room, message bowrd, instant messenger or on a
social networking site. It could be on a mobile phone, games console or computer. It
could be messages, images or conwversations over wehcam.

The important thing is that if you know that an adult is making sexual advances to
children on the intermet youw should report it to CEOPs immediately.

Internet Safety meoruu& . e OTL Our hsite | e

Online safety for families and, children with SEND

The NSPCC has published, online safety tips, advice and activities specifically for
parents and carers of children with SEND. https://www:nspcc.org.uk/keeping-
children-safe/online-safety/online-safety-families~ children-with-send/

What is different for learners with, SEND?

Children with SEND are more likely than their peers to experience online issues such
as cyberbullying, online grooming and exploitation. Similarly, children with SEND
opportunities to lean through experience, develop resilience or seek support, which
would empower them to use technology safely.

Online safety messages

For some learners, the use of abstract language and concepts can lead, to confusion,
frustration and misunderstandings. It is important that settings work together with
their learners to build and develop a collahorative understanding of the terminology
being used.

Consider:

+ What does the term ‘online predator’ mean to a child with SEND? Is it a
dangerous person or a wild animal?

+ Is an online contact still a strunger if you know their name or they send a ‘friend
request’?

« If you must never share personal information online, how do you tell online shops
where to deliver your orders? Be mindful that there are usually exceptions to rules
which can sometimes be difficult for children with, SEND to accept; ensure the ‘rules
you provide are clear; consistent and not left open to interpretation.



https://www.nspcc.org.uk/keeping-children-safe/online-safety/online-safety-families-children-with-send/
https://www.nspcc.org.uk/keeping-children-safe/online-safety/online-safety-families-children-with-send/
https://www.nspcc.org.uk/advice-for-families/techosaurus/
https://www.nspcc.org.uk/advice-for-families/techosaurus/
https://www.nspcc.org.uk/advice-for-families/techosaurus/
https://www.ceopeducation.co.uk/globalassets/professional/resources/wtdw-round-up.pdf
https://www.ceopeducation.co.uk/globalassets/professional/resources/wtdw-round-up.pdf
https://www.ceopeducation.co.uk/globalassets/professional/resources/wtdw-round-up.pdf
https://www.ceopeducation.co.uk/globalassets/professional/resources/wtdw-round-up.pdf

Show yaur child howto ad just their
privacy settings, such as hiding their

ro ?[e hoto. last seen statos and
about info. Set themto either of the
ful[uuing:

My Contacts: available to contacts
from their address book only
Nobody: not available to anyone

Talk to them about not sharing their
personal details online.

If a child is added into a Group Chat.

it may include people they don't know.

This can pot them at risk of being
contacted by 4 siranger.

o to Settings -> Privacy -> roups.
Select specific contacts that can add
your child into groups.

Encourage your child to only join a
group with people they know and trust.

Encourage your child to think about
these things before they message:

Is it kind 7

I5 it truef

Hou d yaut r-a:ir.t:."guard'aﬁs epprmi’-‘
Would you say it to their face]

Have you asked permission to post
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Make your child understands that

ﬂ'l.!}r thould cn]:.r connect with
friends. f::al'nﬂ}'. Dr-‘.rustet] inchvi:.’ua]s.

Teach them nof to accept messages
from unknown contacts.

(3o over with your child how to add.
Tin:i ck ant??:}ln rt cu-hz:ct;.

Have you uged your anline manners 7
Yaou d'_'lr.'t. have to Jotn inl

[ ]

WhatsApp allows vsers to share their
ATEE at incv: n“tth u-tl?er:.

[f tgﬁstf'ulltu]t:t it teﬁabl!d. ttlrmuld
o i o track
cphilz'n: [::.Iztmn ar fittzc.nfrer ]?I‘:)el::
home address.

Speak to your child about keeping this

N

Check in with your child regularly to

review their phone seftings

llave an open dialogue about, their
WhatsApp usage and hiow often they
are using the messaging app.

Encourage them to share what they're
experiencing and periodically check

fﬂtuh! :.rlEaMe:i. /

Encourage your child to come to you
if ANYTHING online makes them feel
uncomfortable, upset or worried.

that they are staying safe and happy
online.
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