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Protecting Your Family
Online

Simple Advice for South Tyneside Parents

ICT in Schools | Phillippa Chippendale
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Expectation vs. Reality

We want family time to be
screen-free and calm.

Reality: It often feels like a constant
battle with "Pester Power" for the

latest games and toys.
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IWhat's New in 2026-2027?

.- D

Al Chatbots Deep Fakes
Apps like Snapchat Fake videos and
now have "My Al" images that look
bots that kids talk 100% real are now
to like friends. easy to make.

South Tyneside Council
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Roblox Scams
Fake "free Robux"

offers are a huge
trend aiming at

primary children.
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The Online Safety Act 2024

© Companies MUST remove illegal

content.
2 O 2 ‘ I S Stricter age checks for social
media.

A New Legal Shield

! Platforms are now forced to listen

to your reports.
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I Understanding the Risks (The 4 Cs)

.
@ Content <& Contact

Violence or scary things. Strangers or bots.

X
&& Conduct ! Commerce

Being unkind online. Hidden costs & scams.
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CYbe rbul Iyi ng IC]-SCHOOLS

* Big increase in cyberbullying using  Children even create fake accounts to

YouTube, online gaming e.g. Fortnite use for cyberbullying/catfishing.
& Roblox and Whats App Groups.

* Cyber bullies post hurtful comments
or send threatening private messages.

* Cyber bullying is often hidden from
the view of parents.

UNICEF - How to stop cyberbullying
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https://www.unicef.org/end-violence/how-to-stop-cyberbullying
https://www.unicef.org/end-violence/how-to-stop-cyberbullying

ICISCHOULS
I What to do about Cyberbullying

® Anyone who makes threats on the internet could
be committing a criminal offence.

® |It's against the law in the UK to use the phone
system, which includes the internet, to cause
alarm or distress

® Keep messages etc for evidence 530/
¢ BIOCk people oletolS—yeur—oldssaythgre
® Report bullying to the platform itself SHcMmadchal thylieg cHusas
® Report also to an organisation called Report
Harmful Content online and they can help to get
things taken down
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https://reportharmfulcontent.com/?lang=en
https://reportharmfulcontent.com/?lang=en

ICTSCHOULS

THIS IS
4 Spreadtheword! SOUTH
South Tyneside Council TYNESIDE



ICTSCHOULS

I Influencers

The Most Popular Influencers (Q3 2022)

Popularity is the % of people who have a positive opinion of a influencer. Find out more

The Observer Inside the violent, misogynistic world
of TikTok's new star, Andrew Tate

TikTok

Q Search Fame w Popularity v

¢ Joe Wicks (The Body i o
1 ’f&% Coach) 77% 36%

Shanti Das

Sat 6 Aug 2022 17.48 BST

f)w) (=

Females : 2 | MrS. Hlnch 54% 24%

Cara Delevingne 64% 24%

& Andrew Tate on TikTok. Photograph: @tate_inspire/TikTok
Observer investigation reveals how the ex-kickboxer and Big
Brother contestant from Luton has gone from obscurity to

global internet fame in months Most viewed o o
" " 5 P g Live Boris Johnson, Rishi i
l-!gw TikTok bombards young men with misogynistic Sunak and Penny Mordaunt 4 E d d e H a I I 3 8 A) 22 /0
videos attract early backing for 1

new PM as Tory leadership

race begins - UK politics live

Andrew Tate says women belong in the home, can’t drive, and are a man’s
property.

. - S . Starmer joins calls for Truss
He also thinks rape victims must “bear responsibility” for their attacks and to decline ex-PMs' £115,000

dates women aged 18-19 because he can “make an imprint” on them, annual grant i »
5 | 0 Giovanna Fletcher 36% 21%
-
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https://yougov.co.uk/ratings/entertainment/popularity/influencers/all
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I Recruiters and Influencers

eeeec klarmobil = 09:54 @ 74 % m.>

© Instagram v
Grooming S S

Take away from a safe online space
Sexploitation

Self or coerced

Extremism

Terrorism R 1 |
County lines | ot g

kintaro_publishing Kintaro Publishing is #hiring
sharp, creative and skilled writers. Send your email
with cover letter to: info@kintaro-publishing.com
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and Adults Partnership

WE ARE |8
| HIRING .

Creative Writers
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|Made Content

Platforms to Monitor

Social Media Platforms
YouTube Content
WhatsApp Groups

Jd TikTok Trends
Instagram Stories & Reels

@Various Websites
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https://www.bbc.co.uk/news/technology-60314572

What Parents & Carers Need to Know about é
]
&

'SPORTS BE:I'TING

orts betting involves staking money on tho.
sﬁqn‘..u.dmgm.,mmufmmﬁmw 9
'has started. Onin ors
;mek-rs aiong with bon 4 o oniance of being able to place.a bet
Troma mobile phone or tabiat at any ime, oipod onling sparts Beting in the UK 1o grow YSr on yoar.

Financial risks

S e

‘Loot boxes’ turning young gamers into gamblers

Virtual rewards can rack up bills of thousands of pounds and pave the way
for young gamers to develop gambling addictions.
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Some fear gaming techniques could lure children into gambling
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oot Boxes
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https://news.sky.com/story/loot-boxes-blur-line-between-gaming-and-gambling-11168358
https://drive.google.com/file/d/1Ehr5UErqQFMxuvfOOPWgG483yr-kocKm/view?usp=sharing
https://parentzone.org.uk/article/what-are-loot-boxes

IScams - Fake News - Deep Fakes

ActionFraud

bk et lbeleetapebr REPORTING  TYPES OF FRAUD  PREVE
%% 0300 123 2040 %"

Only 2% of UK children have the critical HOME > NEWSROOM 5 e

literacy skills they need to tell if news is Coronavirus scam costs victims over £800k in one month
real or fake ALERT / 06-03-2020

\

Only 2% of children and young 1 the UK have the critical literacy skills they need to tell if a news story is real or fake, On Deep
according to our survey publis in a report from the Commission on Fake News and the Teaching of Critical Literacy F k
Skills in Schools. a eS

Deep Faker
employed by
L ucasfilm

Shamook's deepfake version of Mark Hamill as Luke Skywalker in The Mandalorian. I H ls l s
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https://www.youtube.com/watch?v=o2DDU4g0PRo&t=1s
https://www.actionfraud.police.uk/
http://cdn-literacytrust-production.s3.amazonaws.com/media/documents/Fake_news_and_critical_literacy_-_final_report.pdf
https://www.cnet.com/news/lucasfilm-hires-deepfake-youtuber-who-fixed-luke-skywalker-in-the-mandalorian/
https://www.cnet.com/news/lucasfilm-hires-deepfake-youtuber-who-fixed-luke-skywalker-in-the-mandalorian/
https://www.cnet.com/news/lucasfilm-hires-deepfake-youtuber-who-fixed-luke-skywalker-in-the-mandalorian/
https://www.radiotimes.com/tv/sci-fi/book-of-boba-fett-deepfake-comment/
https://www.mcafee.com/blogs/tips-tricks/how-to-teach-your-kids-about-deepfakes/
https://www.mcafee.com/blogs/tips-tricks/how-to-teach-your-kids-about-deepfakes/
https://www.mcafee.com/blogs/tips-tricks/how-to-teach-your-kids-about-deepfakes/
https://www.mcafee.com/blogs/tips-tricks/how-to-teach-your-kids-about-deepfakes/
https://www.mcafee.com/blogs/tips-tricks/how-to-teach-your-kids-about-deepfakes/
https://www.mcafee.com/blogs/tips-tricks/how-to-teach-your-kids-about-deepfakes/
https://www.mcafee.com/blogs/tips-tricks/how-to-teach-your-kids-about-deepfakes/

IScams - Fake News - Deep Fakes

Fast Facts about Deepfakes

> In 2019, Al company Sensitywarned that 96% of deepfakes they surveyed online were non-consensual ‘pornographic’

materials.

> Of the above deepfakes, 90% were targeted at women, making women the overwhelming majority of victims of sexualised
deepfake tech.

> Sensity registered that 124 million deepfake ‘pornographic’ videos were available on the top four pornography websites.
> From 2019 to 2021, the number of deepfakes online grew from roughly 14,000 to 145,000.
> Deeptrace has estimated that 96% of deepfake videos circulating online contain pornographic content.

> According to Ofcom’s 2022 Online Nation report, fake or deceptive images and videos including deepfakes are in the top

20 online potential harms encountered by UK users in the past month.
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League of Legends

The 2019 Fortnite World Cup Finals — $30.4 million

THIS IS

Spreadtheword! SOUTH
- TYNESIDE



http://www.youtube.com/watch?v=p9oDlvOV3qs

IEducaﬁon

Before you..

T = Is it True?
B -Isit Helpful?

¥ - Isit Inspiring?
T - Is it Necessary?
72 - IsitKind?

South Tyneside Council
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Keep safe by being careful not to give out personal

information - such as your full name, email address, phone

number, home address, photos or school name - to people
you are chatting with online.

Meeting someone you have only been in
touch with online can be dangerous. Only
do so with your parents’ or carers’

permission and even then only when they can be present.

°® Information you find on the internet may not
RE l I ﬂ Bl be true, or someone online may be lying about
who they are.

Tell your parent, carer or a trusted adult if someone =
or something makes you feel uncomfortable or worried, _
or if you or someone you know is being bullied online.

You can report online abuse to the police at www.thinkuknow.co.uk

Spreadtheword! SOUTH
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Reporting
REPORT "
1 e
Helping everyone to report harmful content online

[ ] A National
Crime Agency
command

Threats Impersonation Bullying and Self-harm or Online Abuse Violent Content Unwanted Pornographid
Harassment Suicide Content Sexual Advances Content

Who are we? What can we help with? 5 When should you go to the
Police?

Revenge Porn

-l e pline

South Tyne5|de Council /—
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https://reportharmfulcontent.com/
https://revengepornhelpline.org.uk/
https://www.ceop.police.uk/Safety-Centre/
https://www.reportfraud.police.uk/

Id@;&%’&ﬁ

I Report Remove - Childnet and IWF

Report Remove , bt

IWF & NSPCC developed Report Remove to
support a young person in reporting their own
sexual images or videos for removal from the
internet.

REPORT
REMOYE

Nude image of you online?
We can help take it down.

» Childline supports and safeguards the child;

* The child reports their image/video to IWF through a
dedicated portal, verifying their age with Yoti.

« |IWF analysts assess the imagery against UK law. A
criminal image will be removed from internet and
hashed.

» Childline contacts the child to provide updates on

their report.
The process is child-centred; does not identify ‘ www.childline.org.uk
them and ensures the child will not inadvertently be -

criminalised. -
Funded by IWF, NSPCC and Facebook. - IWF

iwf.org.uk

THIS IS

o Spreadtheword! SOUTH
South Tyneside Council TYNESIDE



https://www.childline.org.uk/info-advice/bullying-abuse-safety/online-mobile-safety/remove-nude-image-shared-online/
http://www.childline.org.uk

I@TSCHOULS
Tip 1: Set Clear Ground Rules

Family Device Rules

. N:)J Phones at dinner

¢4 Shared Spaces: Keep tablets and PCs in B O
. .. ——
family rooms. Funiy Dot ]

fl «No ?‘noncs ok dinner
|+ Screen Yime ends ot 8 P4

{ Bedtime: Devices stay downstairs at night.

IQr Agree: Create an "Online Agreement".
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| Tip 2: Use Built-in Controls

D Google Family Link

Manage Android phones and screen time.

@ Apple Screen Time

Set limits and approve app downloads.

ISP Filters

Turn on filters through your broadband provider (Sky, BT,
etc).

B
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Tip 3: The "Sideways"” Chat 1€ T

Talk to your child while walking or driving. It's
less pressure and they're more likely to open

up.
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https://southtyneside.onlinesafetyhub.uk/

We are here to help you navigate these challenges.
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https://southtyneside.onlinesafetyhub.uk/

ICTSCHOULS

Where to Report issues

Issue Where to go
Grooming/Abuse CEOP (ceop.police.uk)
Bullying/Harmful Content reportharmfulcontent.com
South Tyneside Hub 0191424 5010 (Social Care)

1o 19
& &59
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Li n kS ICTSCHOULS

Thinkuknow provides advice from the National Crime Agency (NCA)

Parent info support and guidance for parents from leading experts and organisations

Childnet offers a toolkit to support parents and carers
Internet matters provides age-specific online safety checklists, guides on how to set parental

controls on a range of devices
London Grid for Learning

Net-aware has support for parents and carers from the NSPCC,

Let’s Talk About It keep children safe from online radicalisation

UK Safer Internet Centre has tips, advice, guides and other resources

Common Sense Media reviews from parents
NSPCC
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https://www.thinkuknow.co.uk/
https://parentinfo.org/
https://www.childnet.com/parents-and-carers/parent-and-carer-toolkit
https://www.internetmatters.org/?gclid=EAIaIQobChMIktuA5LWK2wIVRYXVCh2afg2aEAAYASAAEgIJ5vD_BwE
https://www.lgfl.net/online-safety/
https://www.net-aware.org.uk/
https://www.ltai.info/staying-safe-online/
https://www.saferinternet.org.uk/advice-centre/parents-and-carers
https://www.commonsensemedia.org/
https://www.nspcc.org.uk/

