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Expectation vs. Reality

We want family time to be 

screen-free and calm.

Reality: It often feels like a constant 

battle with "Pester Power" for the 

latest games and toys.



What's New in 2026-2027?

AI Chatbots
Apps like Snapchat 

now have "My AI" 

bots that kids talk 

to like friends.

Deep Fakes
Fake videos and 

images that look 

100% real are now 

easy to make.

Roblox Scams
Fake "free Robux" 

offers are a huge 

trend aiming at 

primary children.



The Online Safety Act 2024

2024
A New Legal Shield

 Companies MUST remove illegal 

content.

 Stricter age checks for social 

media.

 Platforms are now forced to listen 

to your reports.



Understanding the Risks (The 4 Cs)

Content
Violence or scary things.

Contact
Strangers or bots.

Conduct
Being unkind online.

Commerce
Hidden costs & scams.



Cyberbullying

• Big increase in cyberbullying using 
YouTube, online gaming e.g. Fortnite 
& Roblox and Whats App Groups.

• Cyber bullies post hurtful comments 
or send threatening private messages.

• Cyber bullying is often hidden from 
the view of parents.

• Children even create fake accounts to 
use for cyberbullying/catfishing.

UNICEF - How to stop cyberbullying

https://www.unicef.org/end-violence/how-to-stop-cyberbullying
https://www.unicef.org/end-violence/how-to-stop-cyberbullying


What to do about Cyberbullying
● Anyone who makes threats on the internet could 

be committing a criminal offence.
● It's against the law in the UK to use the phone 

system, which includes the internet, to cause 
alarm or distress

● Keep messages etc for evidence
● Block people
● Report bullying to the platform itself
● Report also to an organisation called Report 

Harmful Content online and they can help to get 
things taken down

https://reportharmfulcontent.com/?lang=en
https://reportharmfulcontent.com/?lang=en




Influencers

https://yougov.co.uk/ratings/entertainment/popularity/influencers/all


Recruiters and Influencers

● Grooming
● Take away from a safe online space
● Sexploitation
● Self or coerced
● Extremism
● Terrorism
● County lines



Made Content

Featured Article: Roblox S@& party

Platforms to Monitor

Social Media Platforms

YouTube Content

WhatsApp Groups

TikTok Trends

Instagram Stories & Reels

Various Websites

https://www.bbc.co.uk/news/technology-60314572


 Gaming, Gambling and Scams

Loot Boxes

https://news.sky.com/story/loot-boxes-blur-line-between-gaming-and-gambling-11168358
https://drive.google.com/file/d/1Ehr5UErqQFMxuvfOOPWgG483yr-kocKm/view?usp=sharing
https://parentzone.org.uk/article/what-are-loot-boxes


Scams - Fake News - Deep Fakes

Deep Faker 
employed by 
Lucasfilm 

McAfee
On Deep 

Fakes

https://www.youtube.com/watch?v=o2DDU4g0PRo&t=1s
https://www.actionfraud.police.uk/
http://cdn-literacytrust-production.s3.amazonaws.com/media/documents/Fake_news_and_critical_literacy_-_final_report.pdf
https://www.cnet.com/news/lucasfilm-hires-deepfake-youtuber-who-fixed-luke-skywalker-in-the-mandalorian/
https://www.cnet.com/news/lucasfilm-hires-deepfake-youtuber-who-fixed-luke-skywalker-in-the-mandalorian/
https://www.cnet.com/news/lucasfilm-hires-deepfake-youtuber-who-fixed-luke-skywalker-in-the-mandalorian/
https://www.radiotimes.com/tv/sci-fi/book-of-boba-fett-deepfake-comment/
https://www.mcafee.com/blogs/tips-tricks/how-to-teach-your-kids-about-deepfakes/
https://www.mcafee.com/blogs/tips-tricks/how-to-teach-your-kids-about-deepfakes/
https://www.mcafee.com/blogs/tips-tricks/how-to-teach-your-kids-about-deepfakes/
https://www.mcafee.com/blogs/tips-tricks/how-to-teach-your-kids-about-deepfakes/
https://www.mcafee.com/blogs/tips-tricks/how-to-teach-your-kids-about-deepfakes/
https://www.mcafee.com/blogs/tips-tricks/how-to-teach-your-kids-about-deepfakes/
https://www.mcafee.com/blogs/tips-tricks/how-to-teach-your-kids-about-deepfakes/


Scams - Fake News - Deep Fakes



ESports

The 2019 Fortnite World Cup Finals – $30.4 million

League of Legends

http://www.youtube.com/watch?v=p9oDlvOV3qs


Education



Reporting

https://reportharmfulcontent.com/
https://revengepornhelpline.org.uk/
https://www.ceop.police.uk/Safety-Centre/
https://www.reportfraud.police.uk/


Report Remove - Childnet and IWF

www.childline.org.uk

https://www.childline.org.uk/info-advice/bullying-abuse-safety/online-mobile-safety/remove-nude-image-shared-online/
http://www.childline.org.uk


Tip 1: Set Clear Ground Rules

Shared Spaces: Keep tablets and PCs in 
family rooms.

Bedtime: Devices stay downstairs at night.

Agree: Create an "Online Agreement".



Tip 2: Use Built-in Controls


Google Family Link
Manage Android phones and screen time.


Apple Screen Time
Set limits and approve app downloads.


ISP Filters
Turn on filters through your broadband provider (Sky, BT, 
etc).

South Tyneside Council



Tip 3: The "Sideways" Chat

Talk to your child while walking or driving. It's 
less pressure and they're more likely to open 

up.

" "



https://southtyneside.onlinesafetyhub.uk/
We are here to help you navigate these challenges.

https://southtyneside.onlinesafetyhub.uk/


Where to Report Issues

Issue Where to go

Grooming/Abuse CEOP (ceop.police.uk)

Bullying/Harmful Content reportharmfulcontent.com

South Tyneside Hub 0191 424 5010 (Social Care)



Links
● Thinkuknow provides advice from the National Crime Agency (NCA) 
● Parent info support and guidance for parents from leading experts and organisations
● Childnet offers a toolkit to support parents and carers 
● Internet matters provides age-specific online safety checklists, guides on how to set parental 

controls on a range of devices
● London Grid for Learning 
● Net-aware has support for parents and carers from the NSPCC, 
● Let’s Talk About It keep children safe from online radicalisation
● UK Safer Internet Centre has tips, advice, guides and other resources 
● Common Sense Media reviews from parents
● NSPCC

https://www.thinkuknow.co.uk/
https://parentinfo.org/
https://www.childnet.com/parents-and-carers/parent-and-carer-toolkit
https://www.internetmatters.org/?gclid=EAIaIQobChMIktuA5LWK2wIVRYXVCh2afg2aEAAYASAAEgIJ5vD_BwE
https://www.lgfl.net/online-safety/
https://www.net-aware.org.uk/
https://www.ltai.info/staying-safe-online/
https://www.saferinternet.org.uk/advice-centre/parents-and-carers
https://www.commonsensemedia.org/
https://www.nspcc.org.uk/

