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Dear Parent or Guardian, 

We need your help to warn young people about the dangers and consequences of becoming a 
money mule.  We have identified a significant increase in instances of this nature and many young 
people across the Thames Valley Police area may be vulnerable to being drawn into this criminality. 

This comes after a recent incident of fraud which resulted in a personal loan of £20,000 being taken 
out in a parent’s name, unbeknown to the parent concerned.   

This happened after the child was befriended by fraudsters on TikTok where communication was 
then moved to Snapchat . 

How does it happen?  

It is important to remember that personal information in the wrong hands can be just as valuable as 
money and personal banking information.  

This is because it can enable a fraudster to take out financial products and/or services in an innocent 
persons, leaving the innocent person liable for any payments due.  

Sadly social media enables anyone to pretend to be anyone they want to be online.  

Fraudsters are highly trained which means they can be very convincing, so it always recommended 
to  Take Five and refuse or reject any requests out the blue.  

Many of the fraudulent social media accounts will claim they can help people to make ‘easy money’ 
or ‘quick cash’ but this simply is not true as there is no such thing as free money. What may initially 
perceived as a good opportunity can quickly turn sour which in some cases has resulted in threats 
being made.  

Actions always have consequences as this is especially true in the case of providing banking details 
or other personal information. Don't Be Fooled is a national campaign aimed at students and young 
people around the risks of giving out bank details and other personal information.  

What is a money mule?  

A money mule is someone who transfers stolen money through their own bank account on behalf of 
someone else and is paid for doing so. 

Criminals need money mules to launder the profits of their crimes.   

Young people are increasingly being targeted to become money mules.  They are approached online 
or in person, including through social media, at school, college or sports clubs.  Sometimes people 
they know persuade them to take part, often because they are also acting as money mules.  

Mules will usually be unaware of where the money comes from – commonly fraud and scams – and 
that it can go on to fund crimes such as drug dealing and people trafficking.  

 

https://www.tiktok.com/en/
https://www.snapchat.com/
https://www.takefive-stopfraud.org.uk/advice/general-advice/
https://www.moneymules.co.uk/about/


Being a money mule is illegal. 

When someone is caught, their bank account will be closed, and they will have problems getting 
student loans, mobile phone contracts and credit in the future.  They could even face arrest for 
money laundering which carries a maximum sentence of 14 years in prison.  

Top Tips 

Use privacy settings across social media platforms to manage your digital footprint  

 Secure e mail and social media accounts here 

Block unwanted contact/messages. For information about doing this on specific platforms, follow 
these links - Facebook   Twitter  YouTube  Instagram    LinkedIn   Snapchat  WhatsApp   Discord   
Hangouts   TikTok 

Make use of the reporting facilities on each platform to report unwanted contact or untoward 
behaviour - Facebook   Twitter  YouTube   Instagram   LinkedIn   Snapchat  WhatsApp, Discord   
Hangouts   TikTok 

Check if Identity Fraud has been committed by checking all 4 UK credit reference agencies 
(Equifax , TransUnion, Crediva and Experian)  

For a fee all 4 reports can be checked at once at Check my file 

Protect against identity fraud and from criminals using personal details to apply for products and 
services in the future by applying for Protective Registration which costs £25 for 2 years.  

Notify any relevant organisations where originals or copies (including photos) of 
documents/identification may have been provided (DVLA, HM Passport Office ) 

 

What to look out for 

Tell-tale signs that someone might be involved could be them suddenly having extra cash, buying 
expensive new clothes or top-of-the-range mobile phones and gadgets with very little explanation as 
to how they got the money. They may also become more secretive, withdrawn or appear stressed. 

You and your child can learn more and get advice by visiting www.moneymules.co.uk together. 

If you are worried that someone close to you might be caught up in money muling, you can contact 
Crimestoppers anonymously on 0800 555 111. 

Please do not attempt to contact any individual you suspect of organising money muling. 

Thank you for taking the time to read this.  

Yours Sincerely,  

 

 

Duncan WYNN – Detective Inspector, Head of Economic Crime Unit. 

https://www.ncsc.gov.uk/guidance/social-media-how-to-use-it-safely
https://www.actionfraud.police.uk/secureyouraccounts
https://www.facebook.com/help/168009843260943
https://help.twitter.com/en/using-twitter/blocking-and-unblocking-accounts
https://support.google.com/youtube/answer/9482361?hl=en-GB
https://help.instagram.com/426700567389543
https://www.linkedin.com/help/linkedin/answer/47081/blocking-or-unblocking-a-member?lang=en
https://support.snapchat.com/en-US/article/remove-block-friends
https://faq.whatsapp.com/iphone/security-and-privacy/how-to-block-and-unblock-contacts
https://discord.com/safety/360044103651-Reporting-problems-to-Discord
https://support.google.com/hangouts/answer/2945109?co=GENIE.Platform%3DDesktop&hl=en#:~:text=How%20to%20Block%20someone%20on%20Hangouts%201%20On,person%2C%20unselect%20the%20%22Also%20report%22%20checkbox.%20See%20More.
https://en-gb.facebook.com/help/171757096241231
https://help.twitter.com/en/safety-and-security/report-abusive-behavior
https://support.google.com/youtube/answer/2802027?hl=en-GB&co=GENIE.Platform%3DAndroid
https://help.instagram.com/192435014247952
https://www.linkedin.com/help/linkedin/answer/37822/recognize-and-report-spam-inappropriate-and-abusive-content?lang=en
https://support.snapchat.com/en-US/a/report-abuse-in-app
https://faq.whatsapp.com/iphone/security-and-privacy/how-to-block-and-unblock-contacts
https://discord.com/safety/360044103651-Reporting-problems-to-Discord
https://support.google.com/hangouts/answer/2945109?co=GENIE.Platform%3DDesktop&hl=en#:~:text=How%20to%20Block%20someone%20on%20Hangouts%201%20On,person%2C%20unselect%20the%20%22Also%20report%22%20checkbox.%20See%20More.
https://support.tiktok.com/en/safety-hc/report-a-problem
https://www.actionfraud.police.uk/a-z-of-fraud/identity-fraud-and-identity-theft
https://www.equifax.co.uk/Products/credit/statutory-report.html
https://www.transunionstatreport.co.uk/CreditReport/AboutYou
https://www.crediva.co.uk/statutory-credit-report/
https://www.experian.co.uk/consumer/statutory-report.html#:~:text=Statutory%20Credit%20Report%20Your%20statutory%20credit%20report%20shows,hold%20or%20have%20held%20with%20other%20lending%20organisations.
https://www.checkmyfile.com/
https://www.cifas.org.uk/services/identity-protection/protective-registration
https://www.gov.uk/contact-the-dvla
https://www.gov.uk/passport-advice-line
https://emea01.safelinks.protection.outlook.com/?url=http%3A%2F%2Fwww.moneymules.co.uk&data=02%7C01%7Csarah.sinden%40ukfinance.org.uk%7C23cbeeed57404c0284d308d67a1c8abc%7C70e4dd2eaab74c6aa8823b6e7a39663e%7C1%7C0%7C636830660356564940&sdata=Yaq6%2BmaS4lRxZ1089Yn%2Bp3v%2FxK4wEeRtVb083fh6X1w%3D&reserved=0

